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Definitions:
- Data: any files, document, uploaded by the system via application
- Remote: on a different server, IP address or host from the application host
- AWS S3: Amazon web service simple storage service
- Bucket: a folder with unique name that store Data
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The EK application uses AWS S3 as remote data storage solution.

Files are store in personal dedicated directory called buckets

Buckets are accessed :

1) during upload of data via web application
2) during download of data via web application
3) directly by user having access to the data server with password and login

Data are not stored on the application server.

Advantages:

- save space on server;
- increase security, take advantage of AWS S3 data durability, redundency;
- enable access to data storage via personal login and password;
- possibility to own and control your own storage service;
- possibility to use compatible AWS S3 storage services;

Important:

- there is no backup of remote storage to another remote storage;
- if you need a backup of standard remote data provided with the service, you 
have to setup your own backup;
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With a login and password, Remote data can be access directly by authorized 
users.
With this access, you can browse, read and download any data.

Login page is:

https://[123456789].signin.aws.amazon.com/console

This is account 
number provided by 
vendor or your own 

account

User name and 
password are 

provided by vendor 
created from your 

own account

Default S3 
page
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You can go to your bucket via link:

https://s3.console.aws.amazon.com/s3/buckets/[bucket_name]/?region=ap-
southeast-1&tab=overview

This is bucket name or 
directory provided by 
vendor or your own 

account

Sample view with 
bucket name: 

ek.localhost.backup
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You can setup your own AWS S3 account if you want full control on access.

To register an account : https://portal.aws.amazon.com/billing/signup#/

First 12 months of usage are free with AWS.

Once account is created you have to follow the steps for S3 setup:

- Go to S3 service page;
- Create a bucket;

- Go to IAM service page;
- Create an access group to the above bucket with access rights;

https://portal.aws.amazon.com/billing/signup#/
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- Create a user and assign the above group to it;

Group access policy for 
read and write specific to 

your bucket

Create

Connect to group
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Option

We need the private and public keys to connect the application to your own 
AWS S3 storage.

You can create as many users with access group as you need. You can 
create user access via console to be able to access files directly from web 
browser

If you use compatible storage services different from AWS S3, we also need 
the access keys.

- Download and keep public and private access keys for that user 
(Keys can only be downloaded or view once!).

Download 
Keys (store 
in safe place)

View/copy Keys
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https://filebase.com/
Filebase is compatible with AWS S3 that can be used has an alternative for 
AWS.
You can create your personal account to store files managed by EK 
application.
Basic account has free storage .

View/copy Keys
Needed for 
application 
connection

Created bucket 
(folder) to store 
application files
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Example of bucket and data storage directly managed by EK application

Folders path

Stored file
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